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Abstract

In the digital age, the rapid evolution of surveillance technologies has fundamentally transformed the
way data is collected, processed, and utilized by governments, corporations, and individuals. While
these advancements enhance security and efficiency, they also pose significant risks to privacy,
autonomy, and civil liberties. This study investigates the delicate balance between surveillance and
privacy, examining the legal frameworks that govern the use of technology in the digital age. It delved
into major issues such as data protection, cybersecurity, and government surveillance, analysing the
evolving legal landscape and the challenges it presents. The study adopts a qualitative methodology,
combining a comprehensive review of existing literature, legal frameworks, and case studies. Data were
gathered from academic journals, legal documents, policy reports, and media sources to analyse key
themes, including privacy protection, the balance between security and privacy, and the global
challenges of regulating surveillance. Findings revealed that while legal frameworks like the GDPR
have set global standards for privacy protection, enforcement challenges and technological
advancements undermine their efficacy. The research concluded that the future demands a concerted
effort to align legal frameworks, technological innovation, and international cooperation to create a
digital environment where both security and privacy are protected. Among the recommendations made
include strengthening privacy laws, fostering international cooperation, and promoting public
awareness of data privacy. It also emphasizes the need for proactive regulation of artificial intelligence
in surveillance.
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Introduction

The rapid advancement of technology in the digital age has revolutionized the way societies operate,
offering unprecedented convenience, connectivity, and innovation. However, this transformation has
also brought significant challenges, particularly in balancing the need for surveillance with the
fundamental right to privacy. Governments and private entities increasingly rely on surveillance
technologies, including artificial intelligence, facial recognition, and data analytics, to enhance security,
enforce laws, and drive economic growth. Yet, these advancements often lead to contentious debates
about the erosion of privacy and the potential abuse of power.

The dual imperatives of safeguarding national security and protecting individual privacy have become
focal points in contemporary legal discourse. In the wake of global threats such as terrorism,
cybercrime, and misinformation, surveillance has emerged as a vital tool for maintaining public safety.
Nonetheless, the deployment of these tools frequently raises concerns about mass data collection,
unauthorized monitoring, and the undermining of civil liberties. Legal frameworks play a crucial role
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in mediating this tension, setting boundaries for the ethical use of technology while ensuring that
privacy rights are not unduly compromised.

Different jurisdictions have approached this dilemma in diverse ways, reflecting varying cultural values,
political systems, and technological capabilities. For instance, the European Union’s General Data
Protection Regulation (GDPR) exemplifies a robust privacy-centered framework, emphasizing the
principles of transparency, accountability, and consent. Conversely, other nations, such as China,
prioritize state surveillance to maintain public order, often at the expense of personal privacy.! These
divergent approaches highlight the complexity of crafting legal regimes that balance surveillance and
privacy in the digital age.

This paper critically examines the legal frameworks governing technology’s dual role as a tool for
surveillance and a potential threat to privacy. It explores key international and regional legal
instruments, judicial interpretations, and the implications of emerging technologies on privacy rights.
By analysing the intersection of technology, law, and human rights, this study aims to assess the
effectiveness of existing legal frameworks in safeguarding individual rights and contribute to the
ongoing dialogue on achieving an equitable balance between security and privacy in a rapidly evolving
digital landscape.

The Evolution of Surveillance Technologies

Surveillance is defined as the focused, systematic and routine attention to personal details for influence,
management, protection or direction.? Surveillance defined as the systematic collection and monitoring
of information to influence or manage populations, has evolved significantly over time. The
development of surveillance technologies reflects shifts in societal needs, political priorities, and
technological capabilities.

Traditional Surveillance Methods

Historically, surveillance relied on manual observation, physical tracking, and the collection of records.
Governments and security agencies employed informants, undercover agents, and direct human
monitoring to gather intelligence. For instance, during the 20th century, police forces extensively relied
on physical stakeouts, intercepted correspondence, and wiretapping to monitor criminal activities.
These methods were labour-intensive and often limited by geographical and resource constraints.®

Traditional surveillance methods were typically localized and less invasive, as the lack of advanced
technology limited the scope of monitoring. However, the absence of centralized databases meant that
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information retrieval was slow and prone to inefficiencies. Despite these limitations, traditional
surveillance laid the foundation for more sophisticated systems that emerged in the digital era.

The Impact of Digital Technologies on Surveillance

The advent of digital technology marked a transformative shift in surveillance practices. With the
proliferation of computers, the internet, and mobile devices, surveillance expanded from physical
spaces into the digital realm. Technologies such as closed-circuit television (CCTV), electronic
communication interception, and data analytics revolutionized how surveillance was conducted. CCTV
systems, for instance, became ubiquitous in urban environments, enabling real-time monitoring and
recording of activities in public and private spaces. These systems significantly enhanced security but
also raised concerns about the erosion of privacy in public spaces.*

The digital age also introduced the concept of mass surveillance, wherein large-scale data collection
became feasible through tools like metadata analysis and social media monitoring. Edward Snowden’s
revelations about the U.S. National Security Agency (NSA) in 2013 exposed how governments
leveraged digital technologies to conduct surveillance on an unprecedented scale, often bypassing
traditional legal safeguards.®

The widespread use of smartphones and social media platforms has further blurred the lines between
public and private spheres. Personal data, including location, communication, and behaviour patterns,
became accessible for monitoring by both state and non-state actors. This digitalization of surveillance
has facilitated greater efficiency but also amplified risks of abuse, data breaches, and discrimination.

The Role of Artificial Intelligence and Machine Learning in Surveillance

In recent years, Al and machine learning (ML) have become central to modern surveillance systems.
These technologies enable automated data analysis, pattern recognition, and predictive monitoring,
significantly enhancing the scope and accuracy of surveillance efforts. Al-powered tools like facial
recognition, license plate recognition, and predictive policing systems exemplify how machine
intelligence is reshaping surveillance.®

Facial recognition technology, for instance, allows for the identification of individuals in real time
across vast datasets. This has proven invaluable for law enforcement in locating missing persons or
suspects. However, critics argue that these systems often suffer from biases, particularly in
misidentifying individuals from minority groups, thus perpetuating systemic discrimination.”

Machine learning algorithms also enable predictive analytics, which forecasts criminal behaviour based
on historical data. While such systems promise greater efficiency, they raise ethical questions about the
potential for profiling and pre-emptive action against individuals who have not committed any crimes.®

4Lyon (n 2).
5 Glenn Greenwald, No Place to Hide: Edward Snowden, the NSA, and the U.S. Surveillance State (Metropolitan Books 2014).
6 Zuboff Shoshana, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power (Public
Affairs 2019).
7 Benjamin, Ruha, Race After Technology: Abolitionist Tools for the New Jim Code (Polity Press, 2019).
8 Eubanks Virginia, Automating Inequality: How High-Tech Tools Profile, Police, and Punish the Poor (St. Martin’s Press
2018).
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Moreover, the integration of Al with Internet of Things (10T) devices has created pervasive surveillance
networks capable of monitoring environments 24/7. Smart cities, equipped with interconnected sensors
and cameras, represent the apex of Al-driven surveillance. These systems aim to enhance urban
management but simultaneously risk creating "surveillance societies" where every movement is tracked
and analysed.®

Privacy Concerns in the Digital Age

The rapid expansion of digital technologies in recent decades has brought about significant
transformations in how personal data is collected, processed, and utilized. These developments, while
offering unprecedented convenience and connectivity, have also raised serious privacy concerns,
particularly in terms of how individuals’ personal information is protected from misuse or exploitation.
The intersection of data privacy and data protection has become a central issue in the digital age, with
growing attention focused on the challenges of safeguarding personal data in a hyper-connected world.

Data Privacy and Data Protection

Data privacy refers to the right of individuals to control their personal information and determine how
it is collected, stored, shared, and used by others. In the digital age, personal data encompasses a wide
range of sensitive information, including names, addresses, biometric data, browsing habits, financial
transactions, and even location history. As digital technologies like social media platforms, mobile apps,
and e-commerce websites become more pervasive, they collect vast amounts of data about individuals,
often without their full understanding or consent.°

The risks to data privacy are manifold. One major concern is unauthorised access to personal data, either
through hacking or data breaches. High-profile incidents, such as the 2017 Equifax data breach, which
exposed the personal information of over 147 million people, underscore the vulnerability of personal
data in the digital age.!* Furthermore, the aggregation of personal data into large databases by
corporations, often combined with sophisticated data analytics tools, can lead to a loss of control over
one’s information, enabling practices such as surveillance and targeted manipulation.

Another significant issue is the ethical concerns surrounding the collection and use of data without
informed consent. Many online services track user activities through cookies and other tracking
technologies, often without transparent disclosure. Even when consent is provided, it is typically
embedded in long and complex privacy policies, which users may not fully read or comprehend. The
lack of transparency around how data is used can erode trust between individuals and institutions.*2

Data protection refers to the measures taken to secure personal data from unauthorized access, use, or
destruction. These measures are designed to prevent privacy violations, safeguard individuals’ rights,
and ensure that data is handled securely and responsibly. Data protection laws, such as the European
Union’s General Data Protection Regulation (GDPR), represent a critical attempt to regulate how data

9 Rob Kitchin, ‘The Real-Time City? Big Data and Smart Urbanism’ [2014] Geo Journal, vol. 79 (1) 1-14.
10 Solove (n 1).
1 Kim Zetter, ‘The Equifax Breach: What You Need to Know Wired’ https://www.wired.com/story/equifax-breach-what-you-
need-to-know/(2017)
12 Tufekci Zeynep, Twitter and Tear Gas: The Power and Fragility of Networked Protest (Yale University Press 2015).
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is collected and processed. The GDPR, which came into effect in 2018, is a landmark legal framework
that aims to strengthen data protection across Europe. It grants individuals greater control over their
data, including the right to access, correct, and delete their information. The regulation also mandates
that organizations obtain explicit consent from users before collecting their data, implement strict rules
for data security, and impose significant fines for non-compliance.r® Other jurisdictions, such as
California with its California Consumer Privacy Act (CCPA), have introduced similar legal frameworks
to address data privacy concerns within their respective regions.

In addition to legal protections, technical safeguards play a crucial role in ensuring data protection.
These include encryption, secure data storage, and the use of anonymization techniques, which reduce
the risk of unauthorized access to personal information. Despite these safeguards, however, the rapid
advancement of digital technologies presents new challenges, such as the risks posed by cloud
computing, where data is stored remotely, and the growing use of artificial intelligence and machine
learning algorithms, which may require vast amounts of personal data to function effectively.'*

While data privacy concerns focus on individuals' control over their personal information, data
protection focuses on the technical and organizational safeguards that prevent unauthorized access or
misuse of that data. However, these two concepts are interrelated and often work in tandem to ensure
that privacy rights are upheld in the digital realm.

In recent years, the growing debate surrounding the balance between security and privacy has
intensified. On the one hand, governments and corporations argue that surveillance and data collection
are necessary for national security, public health, and economic growth. On the other hand, privacy
advocates argue that excessive data collection and surveillance infringe upon civil liberties and can be
exploited for purposes such as political control or commercial manipulation.™ This tension has become
more apparent with the increasing use of technologies like facial recognition and big data analytics,
which can enhance security but also threaten privacy.

The Right to Privacy and its Limitations

The right to privacy is a fundamental human right recognized by international law and national
constitutions worldwide. It encompasses the protection of personal information, autonomy, and the
freedom to make decisions without unwarranted interference. However, the scope and application of
this right are not absolute, as it must often be balanced against competing societal interests, such as
security, public health, and the pursuit of justice. This duality highlights both the importance and the
limitations of the right to privacy in contemporary legal and social contexts.

Privacy, as a legal concept, involves the protection of an individual's personal life, body, and
communications from intrusion or misuse by others, including governments, corporations, and private
individuals. The right to privacy is enshrined in various international legal instruments. For instance,
Article 12 of the Universal Declaration of Human Rights (1948) asserts that “no one shall be subjected

13 Solove (n 1).

14 Ann Cavoukian, Privacy by Design: The 7 Foundational Principles (Information and Privacy Commissioner of Ontario
2017).

15 Zuboff (n 6).
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to arbitrary interference with his privacy, family, home, or correspondence”.*® Similarly, Article 17 of
the International Covenant on Civil and Political Rights (1966) guarantees individuals protection
against unlawful intrusions.

At the national level, many countries embed the right to privacy in their constitutions. For example, the
Fourth Amendment to the U.S. Constitution protects citizens against unreasonable searches and
seizures, forming the basis for privacy protections in the United States. In the European Union, the
General Data Protection Regulation (GDPR) underscores privacy as a core right, emphasizing
individual control over personal data.l” Privacy encompasses various dimensions, including; bodily
privacy (protection against invasive medical procedures or physical violations), informational privacy
which involves the control over the collection, use, and sharing of personal data, another dimension is
decisional privacy which is the freedom to make personal decisions, such as those related to family,
reproduction, or lifestyle, without external interference.

Despite its importance, the right to privacy is not absolute. It is subject to limitations when it conflicts
with other legitimate societal interests. These limitations are typically justified on grounds such as
national security and public safety, public health and welfare, prevention and investigation of crime,
freedom of expression and the public interest. Governments often invoke national security concerns to
justify surveillance and other privacy intrusions. Mass data collection programs, such as those revealed
in the Edward Snowden disclosures about the U.S. National Security Agency, highlight how states
prioritize security over privacy to combat terrorism and other threats.'® While these measures may be
effective in preventing harm, they often lead to debates about proportionality, transparency, and the
potential for abuse. During public health crises, such as the COVID-19 pandemic, privacy rights may
be restricted to ensure the containment of disease and the protection of public welfare. Governments
implemented measures such as contact tracing, mandatory quarantines, and health data collection.
While these actions were necessary to save lives, they raised concerns about data misuse and the
normalization of surveillance.’® Law enforcement agencies may limit privacy rights to investigate and
prevent criminal activities. Tools such as wiretapping, search warrants, and digital monitoring are
widely used in criminal justice. These measures must, however, adhere to legal safeguards to prevent
excessive intrusions. For instance, the European Court of Human Rights has emphasized that
surveillance must be “necessary in a democratic society” and proportionate to the threat being
addressed.?® Privacy rights can also conflict with freedom of expression, particularly in cases involving
public figures or matters of significant public interest. For example, investigative journalism often relies
on exposing private information to uncover corruption, human rights abuses, or other social injustices.
Courts have struggled to strike a balance between protecting privacy and ensuring accountability
through free expression.

16 United Nations Universal Declaration of Human Rights 1948.
17 European Union. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such Data (General
Data Protection Regulation), OJ L 119, 4.5.2016.
18 Greenwald (n 5).
19 Mark Zastrow, ‘Coronavirus Contact-Tracing Apps: Can They Slow the Spread of COVID-19?" [2020] Nature 582 (7811)
20-23.
20 Case Law on Surveillance and Privacy European Court of Human Rights (ECtHR) (2021).
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The Impact of Surveillance on Individual Autonomy and Freedom of Expression

Surveillance, whether conducted by governments, corporations, or other entities, significantly affects
individual autonomy and freedom of expression. In a world increasingly driven by digital technologies,
surveillance has become more pervasive and sophisticated, raising questions about its implications for
fundamental human rights. While surveillance is often justified as a tool for enhancing security, its
extensive reach can undermine individuals’ ability to act freely, express themselves openly, and exercise
control over their personal lives.

Surveillance intrudes upon personal privacy, a major component of individual autonomy. When people
know their activities, communications, or movements are being monitored, they may alter their
behaviour to conform to perceived norms, even if their actions are lawful or benign. This phenomenon,
known as the "chilling effect,” can suppress individuality and creativity, as individuals feel constrained
in their decision-making and lifestyle choices.?! For instance, the collection of data through
smartphones, social media, and 10T devices often occurs without full user awareness or consent. This
reduces an individual’s ability to control their information, thereby diminishing their autonomy. Such
invasive data practices are particularly evident in targeted advertising, where personal data is used to
manipulate consumer behaviour, often without explicit approval.?

The awareness of being watched can lead individuals to self-censor their actions, thoughts, or
associations. In environments of extensive surveillance, individuals may avoid expressing dissenting
opinions or engaging in activities that could be misinterpreted or scrutinized. This self-censorship can
stifle political activism, hinder participation in democratic processes, and weaken social movements,
particularly in authoritarian regimes where surveillance is used as a tool for repression.?

Pervasive surveillance can erode trust between individuals and institutions. When people believe that
their governments or corporations prioritize surveillance over their privacy, they may become less
willing to share information, engage in public discourse, or participate in digital economies. This
distrust can undermine social cohesion and democratic governance.?

Surveillance can discourage individuals from freely expressing their opinions, particularly on
controversial or politically sensitive topics. This is especially true in contexts where speech can be
monitored and used as evidence against individuals. For example, whistleblowers or journalists
exposing government or corporate malfeasance may hesitate to act if they fear retaliation facilitated by
surveillance.?®

Surveillance disproportionately affects marginalized communities, including activists, minorities, and
dissidents. For instance, predictive policing technologies and facial recognition systems have been
criticized for racial biases, leading to the over-surveillance and criminalization of certain groups. This

2 Daniel J Solove, The Future of Reputation: Gossip, Rumor, and Privacy on the Internet (Yale University Press, 2007).
22 Zuboff (n 6).
23 Michel Foucault, Discipline and Punish: The Birth of the Prison (Vintage Books, 1977).
2 Lyon (n 2).
% Greenwald (n 5).
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can further suppress their freedom of expression, as fear of targeting may deter these groups from
speaking out or advocating for their rights.?®

Corporate surveillance through data-driven platforms, such as social media, commodifies user
interactions and speech. Algorithms prioritize content that drives engagement, often at the expense of
nuanced or dissenting voices. This dynamic can distort public discourse, privileging sensationalism
over substantive debate, and shaping the ways individuals express themselves online.?’

Legal Frameworks Governing Surveillance and Privacy

The legal frameworks governing surveillance and privacy are designed to strike a balance between
protecting individual rights and enabling lawful surveillance for purposes such as national security, law
enforcement, and public interest. These frameworks operate at international, regional, and national
levels, encompassing treaties, regulations, and domestic laws.

International Legal Instruments (Universal Declaration of Human Rights, European Convention
on Human Rights)

The Universal Declaration of Human Rights (UDHR), adopted in 1948, is one of the foundational
documents recognizing the right to privacy as a fundamental human right. Article 12 of the UDHR
states; “No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection
of the law against such interference or attacks.” Although non-binding, the UDHR has influenced the
development of binding international treaties and national constitutions worldwide.

Acrticle 17 of the International Covenant on Civil and Political Rights (ICCPR) (1966) expands on the
UDHR's privacy protections, explicitly prohibiting arbitrary or unlawful interference with privacy. It
obligates signatory states to enact legislation protecting individuals from privacy violations.

Article 8 of the European Convention on Human Rights (ECHR), enacted in 1950, guarantees the right
to respect for private and family life, home, and correspondence. However, it allows limitations if they
are "necessary in a democratic society” for reasons such as national security or public safety. The
European Court of Human Rights (ECtHR) has issued landmark rulings interpreting Article 8 to balance
privacy rights with state surveillance practices, emphasizing proportionality and judicial oversight.

The OECD guidelines on the protection of privacy and trans-border flows of personal data, these
guidelines, established in 1980, promote data protection principles such as transparency, accountability,
and individual participation. While non-binding, they have shaped many national privacy laws.

National Data Protection Laws

The General Data Protection Regulation (GDPR) European Union implemented in 2018 is a
comprehensive legal framework regulating data privacy and protection across EU member states. It
emphasizes individual control over personal data and imposes strict requirements on data processors

% Benjamin Ruha, Race After Technology: Abolitionist Tools for the New Jim Code (Polity Press, 2019).
27 Zeynep (n 12).
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and controllers, including the need for informed consent before data collection, data subject rights (such
as the right to access, rectify, and delete data), and obligations for data breach notification and
accountability. The GDPR also applies extraterritorially to organizations processing the data of EU
citizens, making it a global standard for privacy regulation.

California Consumer Privacy Act (CCPA) United States was enacted in 2020 which provides California
residents with greater control over their data. It grants rights similar to the GDPR, such as the right to
know, delete, and opt out of the sale of personal data. The CCPA has set a precedent for other U.S.
states to develop privacy laws.

Nigeria Data Protection Regulation (NDPR) is Nigeria’s primary data protection law, the NDPR, was
issued in 2019 by the National Information Technology Development Agency (NITDA). It applies to
both private and public entities processing the personal data of Nigerian citizens. Its main features
include requirements for obtaining consent before collecting data, safeguards for cross-border data
transfers, the right of data subjects to access and correct their information, and penalties for non-
compliance, including fines. While the NDPR represents progress in Nigeria's data protection
landscape, enforcement has been limited, and stakeholders have called for the enactment of a more
comprehensive data protection law.

Government Surveillance Laws and Regulations

The USA Patriot Act (2001) expanded the surveillance powers of U.S. law enforcement agencies
following the 9/11 attacks, allowing them to access communications and financial data without
warrants. The Foreign Intelligence Surveillance Act (FISA) governs the surveillance of foreign
nationals and suspected terrorists. However, its broad scope has raised concerns about privacy
violations, particularly after Edward Snowden revealed mass surveillance programs.

European Union: e-Privacy Directive and National Laws. The e-Privacy Directive (2002) regulates the
confidentiality of electronic communications, complementing the GDPR. EU member states also
implement national surveillance laws, which must align with Article 8 of the ECHR and the GDPR. For
instance, the UK’s Investigatory Powers Act 2016 (commonly called the "Snooper's Charter") governs
the interception of communications but has faced legal challenges over its compatibility with privacy
rights.

In Nigeria, there is the Cybercrimes Act and Communications Surveillance, the Cybercrimes
(Prohibition, Prevention, etc.) Act 2015 provides the legal framework for cybersecurity and surveillance
in Nigeria. It empowers law enforcement to monitor and intercept electronic communications for crime
prevention and national security purposes. However, the law lacks detailed safeguards to prevent abuse.
The Nigerian Communications Commission (NCC) guidelines also allow the interception of
communications, but critics argue that these provisions are overly broad and lack transparency.

Surveillance programs, such as the installation of monitoring devices by service providers, have raised
concerns about potential violations of privacy and the absence of judicial oversight.?

28 Nigeria: Digital Rights and Data Privacy Report 2020 (Paradigm Initiative, 2020).
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The Use of Surveillance to Combat Terrorism and Crime

The UK is known for its extensive use of closed-circuit television (CCTV) cameras, with over 5.2
million cameras in operation. The Government Communications Headquarters (GCHQ), the UK's
intelligence agency, engages in digital surveillance to monitor online communications and prevent
terrorist plots. The use of surveillance has aided in thwarting terrorist attacks, such as the London 7/7
bombings investigation, which relied heavily on CCTV footage to track suspects. Critics argue that the
UK's surveillance measures disproportionately target ethnic minorities and undermine public trust.

China employs mass surveillance to enforce laws and maintain social order. The Social Credit System
monitors citizens' behaviour, assigning scores based on activities such as financial transactions, online
behaviour, and legal compliance. Facial recognition technology is integrated into public spaces,
tracking individuals’ movements and identifying suspects in real-time. While these systems have
improved law enforcement efficiency, they raise significant concerns about state control, privacy
violations, and the suppression of dissent.

In the United States, following the 9/11 terrorist attacks, the U.S. expanded surveillance powers through
the PATRIOT Act, enabling intelligence agencies to monitor phone calls, emails, and financial
transactions. Programs like the Terrorist Screening Database (TSDB) compile data on suspected
individuals to prevent terrorist activities. These measures have reportedly disrupted terrorist plots but
have also led to profiling and false positives, impacting innocent individuals.

The Impact of Government Surveillance on Civil Liberties and Democratic Values

Awareness of government surveillance can deter individuals from expressing opinions or engaging in
political activism. For instance, activists and journalists may self-censor to avoid scrutiny. Mass
surveillance programs often violate the right to privacy enshrined in international and domestic legal
frameworks, such as the Universal Declaration of Human Rights (Article 12) and the U.S. Constitution's
Fourth Amendment. In China, pervasive surveillance severely limits personal freedom, with citizens
under constant monitoring through social media and physical surveillance systems.

It erodes trust in democratic institutions, surveillance scandals, such as the NSA's PRISM program,
have eroded public trust in government institutions. Many citizens perceive mass surveillance as
overreach, prioritizing security over individual rights. Diplomatic relations have also been affected, as
revelations of allied countries spying on each other have sparked tension.

In authoritarian regimes, surveillance is often used to suppress dissent, target political opponents, and
control the populace. For example, China's surveillance apparatus is integral to the repression of Uyghur
Muslims in Xinjiang. Even in democracies, insufficient oversight of surveillance programs can lead to
abuses, such as unauthorized data collection or profiling based on race or religion.

Efforts to balance government surveillance and civil liberties have focused on legal and technological
measures. Laws such as the USA Freedom Act (2015) and the EU’s GDPR aim to regulate surveillance
practices and enhance transparency. Privacy-enhancing technologies, such as encryption, empower
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individuals to protect their data from unwarranted surveillance. Also, some surveillance programs
undergo regular audits by independent bodies to ensure accountability and compliance with human
rights.

Data Breaches and Data Misuse

Data breaches occur when unauthorized individuals access sensitive, protected, or confidential data,
resulting in exposure or theft. They often involve personal information, financial data, or intellectual
property, and can have far-reaching implications for individuals and organizations. Breaches are
commonly caused by cyberattacks, weak security measures, or insider threats. For example, phishing
attacks, ransomware, and weak password policies often create vulnerabilities exploited by attackers.?®
The consequences of data breaches include financial losses, reputational damage, and legal
repercussions. Organizations may face penalties under data protection laws such as the General Data
Protection Regulation (GDPR) in the European Union or Nigeria’s Data Protection Regulation (NDPR),
which mandate strict penalties for non-compliance with data security standards.

Data misuse involves the improper handling of data, often by individuals or organizations with
authorized access. This includes using data for purposes not consented to by the data owner, selling
data to third parties, or leveraging it unethically for financial gain. Common examples include targeted
advertising without user consent or the use of customer data to manipulate decisions.*® Data misuse not
only undermines trust but also violates ethical standards and legal frameworks such as the GDPR, which
requires organizations to process data lawfully and transparently. In Nigeria, the NDPR explicitly
prohibits the processing of personal data for purposes other than those initially stated without obtaining
the data subject’s consent.®

Effectiveness of Existing Legal Frameworks in Protecting Privacy

The rapid development of surveillance technologies, paired with the increasing reliance on digital
platforms for both personal and professional activities, has raised pressing privacy concerns. Literature
on surveillance, privacy, and related legal frameworks reveals several major themes which include the
effectiveness of existing legal protections, the challenges of balancing privacy with security, and the
role of international cooperation. Each of these aspects plays an important role in shaping the privacy
landscape in the modern digital world.

Legal frameworks governing surveillance and privacy have been evolving in response to the growing
concerns about data protection and privacy rights. International instruments like the Universal
Declaration of Human Rights (UDHR) and the European Convention on Human Rights (ECHR) set the
groundwork for protecting privacy as a fundamental human right. However, their effectiveness in
addressing modern privacy challenges is mixed, largely due to the rapid advancement of technology.

29T Zhuang, D Patel and J Wong, ‘Cybersecurity Challenges in the Era of Big Data’ [2023] Information Assurance Quarterly,
vol. 18 (1) 10-19.

30 N Sharma, P Agrawal, and R Gupta, ‘The Ethics of Data Handling: Insights for a Digital Economy’ [2022] Data Security
and Privacy Journal, vol. 15 (4) 325-341.

31 National Information Technology Development Agency (NITDA). (2019). Nigeria Data Protection Regulation (NDPR).
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It was observed that the General Data Protection Regulation (GDPR) in Europe stands out as one of the
most comprehensive frameworks, providing a robust mechanism for protecting personal data and
enforcing privacy rights. It mandates clear consent from users before data collection, transparency about
data usage, and strict penalties for non-compliance. However, enforcement across diverse jurisdictions
remains a challenge, particularly when data crosses borders. While the legal frameworks have been
groundbreaking in setting standards for data privacy, the enforcement and adaptability of these laws to
rapid technological advancements remain concerns. There is a noticeable lag in how effectively these
frameworks address the complex nature of digital data and its misuse, especially in the context of
emerging technologies like Al and machine learning. Moreover, global differences in privacy laws
make it challenging to offer uniform protection to individuals across borders.

The California Consumer Privacy Act provides privacy protections within the United States, but its
scope and effectiveness vary across states. It represents a significant step towards data privacy but
remains limited by gaps in enforcement and legal jurisdiction.

In Nigeria, the National Data Protection Regulation (NDPR) attempts to offer similar protections, but
challenges such as inadequate infrastructure, low public awareness, and weak enforcement mechanisms
hinder its effectiveness.

Challenges of Balancing Security and Privacy in the Digital Age

One of the most significant debates in the context of surveillance and privacy is finding the right balance
between safeguarding individual freedoms and ensuring national and corporate security. The rise of
surveillance technologies aimed at enhancing security such as mass surveillance systems, Al-powered
facial recognition, and predictive policing often comes at the cost of privacy.

Government Surveillance Programs, such as PRISM and Five Eyes, have been implemented as security
measures to prevent terrorism and crime. However, these programs have been criticized for their
overreach, as they often collect data indiscriminately, affecting millions of individuals who are not
suspected of wrongdoing. The extent of government surveillance has led to concerns about the erosion
of civil liberties and human rights.

The Role of Corporate Surveillance also complicates this balance, as companies gather vast amounts of
consumer data for advertising and marketing purposes. While these practices can improve services and
security, they often operate without users' full awareness or consent, undermining privacy. Al and
machine learning exacerbate these tensions by enabling surveillance technologies to analyse vast
amounts of data in real-time, including biometric data, online activity, and social media behaviour. This
capability poses significant risks to privacy and raises questions about the ethical use of such data.

The challenge of balancing security with privacy becomes particularly evident when security agencies
argue that surveillance is essential for protecting national interests, while privacy advocates stress the
risks of surveillance overreach and the potential for abuse. The legal frameworks designed to protect
privacy, such as GDPR, provide some safeguards, but they often clash with the security interests of
governments and corporations. The issue of consent is also crucial, as individuals often have limited
knowledge or control over how their data is being used. In this environment, maintaining a balance
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requires constant dialogue and innovation in both legal and technological solutions to ensure that
security measures do not infringe on personal privacy rights.

The Role of International Cooperation in Addressing Global Privacy Challenges

Privacy and surveillance issues extend beyond national borders, especially in the context of the global
flow of data. The international nature of the internet means that data collected by one company in one
country can be accessed or used by others across the world, complicating efforts to protect privacy.
Existing international legal instruments, such as the OECD Guidelines on the Protection of Privacy and
the EU-U.S. Privacy Shield Framework, are attempts to address cross-border data protection. However,
these frameworks have not always been successful in ensuring strong protection, as evidenced by the
Schrems 1l ruling, which invalidated the Privacy Shield due to concerns over U.S. surveillance
practices. Some countries, like China and Russia, have implemented data localization laws, which
require data to be stored within national borders. While this can enhance privacy protections
domestically, it also complicates global data flows and raises concerns about data sovereignty. There is
growing support for a UN Global Privacy Convention, similar to the GDPR, to set uniform global
standards for data protection and privacy. However, such an agreement would need to navigate
significant differences in cultural, political, and economic contexts.

International cooperation remains crucial for addressing global privacy challenges, but political and
economic interests often hinder the creation of truly global frameworks. While some nations have made
significant strides in data protection, others still lag in implementing robust privacy laws. Furthermore,
the tension between local data sovereignty and global data flows is a major hurdle in achieving uniform
privacy standards. Effective international cooperation in data protection will require harmonizing laws,
establishing clearer guidelines for cross-border data transfers, and addressing global surveillance
practices.

The Future of Surveillance and Privacy in the Age of Artificial Intelligence

Al technologies are revolutionizing surveillance by enabling systems to process vast amounts of data
and make decisions without human intervention. While Al holds promise in enhancing security and
operational efficiency, it also raises serious concerns regarding privacy and human rights. Facial
Recognition and predictive policing are already being used by governments and corporations to monitor
individuals in public spaces, track movements, and predict criminal behaviour. However, these
technologies often lack transparency and are prone to biases, disproportionately affecting marginalized
communities. Al and Data Analytics can be used to mine user data from social media, online activity,
and personal devices to create detailed profiles that can be exploited for targeted advertising, political
manipulation, or surveillance. These technologies can even predict individual behaviour with alarming
accuracy, further eroding privacy. Deepfakes and Al-generated content have the potential to manipulate
public opinion, spreading misinformation and increasing the risk of cyberattacks and security breaches.

The future of surveillance and privacy in the age of Al presents a dual-edged sword. On one hand, Al
can enhance security by enabling smarter surveillance systems, improving law enforcement capabilities,
and responding more efficiently to security threats. On the other hand, Al also facilitates the mass
collection and analysis of personal data, enabling surveillance at an unprecedented scale. As Al
technologies evolve, they will challenge existing legal frameworks to keep pace, requiring innovative
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solutions to ensure that privacy is protected while security interests are also addressed. This will likely
involve a combination of stronger privacy regulations, ethical Al development practices, and more
transparent government surveillance programs.

Conclusion and Recommendations

The research highlights the intricate relationship between surveillance and privacy in the digital age,
emphasizing the critical need for legal, ethical, and technological measures to strike a balance between
these competing imperatives. Below are the findings:

i.  While legal instruments like the GDPR and CCPA provide robust data protection and privacy
rights, their enforcement and adaptation to rapidly evolving surveillance technologies remain a
challenge. In regions like Nigeria, frameworks such as the NDPR face significant limitations
due to weak enforcement, low public awareness, and infrastructural deficits.

ii.  The tension between national security imperatives and individual privacy rights remains a
persistent challenge. Programs like PRISM and Five Eyes illustrate how mass surveillance,
while effective for combating terrorism and crime, often infringes on civil liberties and
democratic values.

iii.  Effective cross-border data protection and surveillance governance are hindered by divergent
legal standards, conflicting interests, and data localization policies. Current global efforts lack
the cohesion necessary to address privacy and surveillance challenges on a truly international
scale.

iv.  Emerging technologies like encryption, privacy-enhancing technologies (PETSs), and Al offer
promising tools for safeguarding privacy while enabling necessary surveillance. However,
these technologies must be carefully regulated to prevent misuse and ensure ethical deployment.

v.  Surveillance undermines individual autonomy and freedom of expression, with excessive
government or corporate monitoring leading to a chilling effect on democratic participation and
public discourse.

Balancing surveillance and privacy is one of the most critical challenges of the digital age. While
surveillance plays an essential role in ensuring security and combating threats, unchecked monitoring
undermines civil liberties, democratic values, and individual autonomy. The future demands a concerted
effort to align legal frameworks, technological innovation, and international cooperation to create a
digital environment where both security and privacy are protected. Through sustained dialogue,
proactive policymaking, and robust research, society can navigate the complexities of surveillance and
privacy in an ethically responsible and socially beneficial manner.

To balance surveillance and privacy effectively, the following recommendations are proposed:

i.  The scope of existing privacy laws to account for emerging surveillance technologies such as
Al-driven data analytics and facial recognition should be expanded. Stricter enforcement
mechanisms, particularly in regions where regulatory infrastructure is weak, such as Nigeria
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should be ensured. Also, there should be an advocate for a global privacy treaty under the
auspices of the United Nations to establish uniform standards for data protection and
surveillance.

ii.  Governments should adopt policies requiring public disclosure of surveillance programs and
provide oversight mechanisms to prevent abuse of power. Corporations must implement
transparent data collection and processing policies, ensuring users are informed and consenting
participants in any data usage.

iii.  Privacy-Enhancing Technologies (PETs) should be encouraged. The development and
widespread adoption of encryption tools, anonymous browsing systems, and decentralized data
storage technologies should be supported. There should also be investment in zero-trust security
models to ensure data is protected at every level, even from internal threats.

iv.  Educational campaigns to improve public understanding of privacy rights and the implications
of surveillance should be launched. Government should encourage civil society participation in
policy-making processes to represent diverse perspectives on privacy and surveillance.

v.  Ethical Al guidelines that prohibit the misuse of Al for invasive surveillance or manipulative
practices, such as deepfakes and behavioural prediction should be developed and establishment
of oversight bodies to evaluate the societal impact of Al-based surveillance systems and ensure
compliance with privacy laws.
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